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Introduction to the
Management of Risk

Steve Frosdick

Overview

Theories of risk
Definition of risk
Management of risk framework
– analysis
– management
– monitoring

Worked example

The Risk Archipelago

Engineering

Social 
Science

Toxicology

Finance & 
Insurance

Health & 
Safety

Why Manage Risk?

Because Things Go Wrong!

‘Natural’ Disasters

Human Behaviour

Socio-Technical Disasters

PROJECT MANAGEMENTPROJECT MANAGEMENT

The Concept of Risk

Chance in Gambling

Gains versus Losses

Danger from Technology

Dangerousness from People

Accountability and Blame

A Question of Perception I Rarely FlyI Often Fly

It Scares
Me

It’s No
Problem LOW RISKLOW RISK

MEDIUM RISKMEDIUM RISK HIGH RISKHIGH RISK

MEDIUM RISKMEDIUM RISK
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Group
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FATALISM
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INDIVIDUALISM
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Bounded but Equal
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Cars, Cholera and Cows

Directly perceptible risks
– voluntary and involuntary

Risks perceived through science
– voluntary and involuntary

Virtual risks
– products of the imagination

Stakeholder Perceptions
Those who commissioned the work

Those who are working on the project

Those who will use the end product

Those with concerns about the project

Those who have a commercial interest

Group

Grid

+

+
-

-

FATALISM HIERARCHY

INDIVIDUALISM EGALITARIANISM

POLICE/PUBLIC USERSPOLICE/PUBLIC USERS
No AgendaNo Agenda

POLICE BUSINESSPOLICE BUSINESS
Compliance AgendaCompliance Agenda

COMMERCIALCOMMERCIAL
Economic AgendaEconomic Agenda

PRESSURE GROUPSPRESSURE GROUPS
Political AgendaPolitical Agenda

“The Chance of Exposure
to the Adverse Consequences

of Future Events”

the future event which may occur

the probability of the event occurring

the adverse consequences if it does
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Management Framework

Risk Analysis
– Identification, Estimation, Evaluation

Risk Management
– Planning, Resourcing, Controlling

Risk Monitoring

TIME

OGC Strategic Framework

Strategic Risk Model

Issues

Specific
Concerns

Key
Threats

Existing
controls?

Risk
Estimation

Risk
Evaluation

Allocate Risk
Owners

Risk
Management

Planning

Review &
Monitoring

INTERVENTION
HERE

Adverse
Outcomes

Management Framework

Risk Analysis
– Identification, Estimation, Evaluation

Risk Management
– Planning, Resourcing, Controlling

Risk Monitoring

TIME

Hazard Identification
Checklists
Threats and Weaknesses Analysis
Systems or Process Models
Logic Tree Analysis
Critical Path Analysis
Hindsight
Interviews and Focus Groups

Strategic Hazard Identification

External Threats
– Political
– Economic
– Social
– Technological
– Legal
– Ecological

Internal Weaknesses
– Infrastructure
– Personnel and Training
– Finance
– Technology
– Logistics
– Marketing
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Pitch/Perimeter

Viewing Accommodation

Inside Concourses
Outside Concourses

Beyond the Ground

Systems/Process Models

The Stadium as a System of Zones

Logic Tree Analysis

Level Four:
D will happen

Level Four:
D will happen

Level Four:
D will happen

Level Three:
C will happen
because ...

Level Four:
D will happen

Level Four:
D will happen

Level Four:
D will happen

Level Three:
C will happen
because ...

Level Two:
B will happen
because ...

Level Four:
D will happen

Level Four:
D will happen

Level Four:
D will happen

Level Three:
C will happen
because ...

Level Four:
D will happen

Level Four:
D will happen

Level Four:
D will happen

Level Three:
C will happen
because ...

Level Two:
B will happen
because ...

Level One:
A will happen
because ...

Risk Estimation

0 None

1 Low

2 Low/Medium

3 Medium/High

4 High

Risk Estimation - Probability

Score 1 - Very Unlikely

Score 2 - Unlikely

Score 3 - Possible

Score 4 - Probable

Score 5 - Very Probable

Adverse Consequences -
Projects

the project fails completely

the timescales slip

the budget is overspent

the quality suffers

Adverse Consequences - Events
Financial losses/liabilities
Exposure to legal liabilities
Personal security being compromised
Health and safety being compromised
Reputation/credibility being damaged
The delegate experience undermined
Venue or local community disruption
Venue loss of profitability
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Adverse Consequences -
Stadia/Arenas

for public safety and order

for the profitability of the business

for the enjoyment of spectators

for the local community

Adverse Consequences –
University Course

delays
cost over-runs
quality failures
financial liabilities
financial losses
legal liabilities
student welfare
student ‘experience’

staff morale/retention
staff health and safety
complaints/grievances
reputation/credibility
ongoing business
– Degree damaged
– Institute damaged
– University damaged

Customer business

Risk Estimation - Consequences

Score 1 - Minor

Score 2 - Moderate

Score 3 - Serious

Score 4 - Severe

Score 5 - Fatal

Score 1 Minor distress to an individual
Financial losses of up to £10,000
Very minor disruption within the venue
Minor loss of goodwill confined to the individual event

Score 2 Minor illness/injury
Minor distress to more than one person
Civil damages/criminal penalty of up to £10,000
Financial losses of £10,001 to £100,000
Minor disruption or protest within the venue
Loss of goodwill but with no effects beyond the individual event

Score 3 Serious illness/injury/threat to life, restricted to an individual
Substantial distress to one or more persons
Civil damages/criminal penalty of £10,001 to £250,000/up to 10 years prison
Financial losses of £100,001 to £1,000,000
Disruption or protest in the local community
Damage to reputation/credibility extending beyond the individual event

Score 4 Serious illness/injury/threat to life, involving more than one person
Financial losses above £1,000,000
Unlimited civil damages/criminal penalty or imprisonment in excess of ten years
Disruption or protest with nationally felt effects
Significant damage to reputation/credibility resulting in widespread adverse publicity

Score 5 Loss of life

Risk Evaluation

Risk Criticality Matrices

The ALARP Principle

Market Mechanisms

Cost Benefit Analysis

Risk/Risk Comparisons

Risk Compensation Theory

Risk Perception Theory

Example Risk Assessment

(A) The peace process will fail
Probability = 3; Consequences = 1

(B) Patten will cease to be a Government priority
Probability = 1; Consequences = 3

(C) Organisational culture will not support 
Transparency

Probability = 3; Consequences = 4
(D) Over-reliance on Internet technology for 

external communication
Probability = 2; Consequences = 3
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Risk Matrix

Low

Low/Med

Med/High

Low Low/Med Med/High

None

None
PROBABILITY

CONSEQUENCES

High

High

D

C

B

A

Risk Evaluation

Low

Low/Med

Med/High

Low Low/Med Med/High

None

None
PROBABILITY

CONSEQUENCES

High

High

D

B

A C

Risk Management

Elimination or Close Down?
Transfer?
Countermeasure?
Contingency Plan?
Accept Risk?
Responsibility?

Must We Eliminate
This Risk Altogether? 

Is Elimination
Possible?

Can We Reduce
the Probability?

Can We
Reduce the

Consequences?

DEFINE
ACTION

ALLOCATE
RESPONSIBILITY

ONGOING
MONITORING

Stop the
Activity

Can We Prepare a
Contingency Plan?

ACCEPT
RISK

Y

Y

Y

Y

N

N

N

N

N

Y

Is it Appropriate to
Transfer This Risk?

Y

N

Does Action Have any Adverse
Impact Elsewhere?

Y

N

Risk Monitoring

Analysis

Management

Monitoring

C
H
A
N
G
E

Summary

Theories of risk
Definition of risk
Management of risk framework
– analysis
– management
– monitoring

Worked example


